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 Tracking individuals in real-world environments requires robust, non-

intrusive methods that overcome the limitations of device-based systems. 

This study proposes a convolutional neural network (CNN)-driven person-

tracking framework that identifies targeted individuals directly from camera 

feeds, eliminating the need for wearable or global positioning system (GPS) 

devices and addressing a major drawback of traditional tracking 

technologies. The system utilizes a TensorFlow-trained CNN model that can 

detect, recognize, and locate persons of interest in real-time, even under 

varying illumination conditions. Unlike conventional approaches, our 

method integrates facial feature extraction with encrypted identity 

management, enabling secure multi-person detection and rapid location 

reporting. Experimental results demonstrate a 92% accuracy in low-light 

settings and 100% accuracy under normal lighting, confirming the system’s 

effectiveness for security-oriented applications. The findings highlight the 

novelty of combining lightweight CNN architecture, real-time facial 

recognition, and hash-based identity protection within a unified tracking 

pipeline. 
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1. INTRODUCTION 

It is simple to use this technology to monitor pedestrians and instantly identify visitors, particularly 

in cases of assault or theft. Over the previous years, facial recognition in vital measurements and events, 

pattern recognition, and security monitoring devices have played a crucial role. Today, it is complicated and 

challenging to identify the person and property from thieves and recent fraud in some countries. The daily 

news includes crimes such as credit card fraud, computer penetration and data theft, as well as increasing 

security threats faced by companies and governments. The primary cause of these security breaches is that 

authentication is based on a basis, not our biometric identity [1]. 

Conducted research to help reduce the spread of the virus, and many advertising campaigns have 

identified the virus to people worldwide, where the World Health Organization (WHO) publishes disease 

prevention guidelines, one of the necessary measures to prevent the spread of disease is the use of face 

masks. This research proposes utilizing the face recognition feature to prevent responsible individuals from 

violating the general guidelines for preventing the spread of the coronavirus. The study focused on face 

masks. We used an algorithm for facial analysis by three essential points (eye, nose, and mouth). Person 

tracking technologies are part of biometrics, and other examples of this feature are fingerprint scanning 

technologies and iris scanning systems, which are emerging from artificial intelligence [2]. People’s tracking 

https://creativecommons.org/licenses/by-sa/4.0/
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systems use different methods depending on the application and the manufacturer. However, it usually 

consists of several stages that record, process, analyze, and match the face to a database of images. To 

identify and match facial image traits, these systems use computer vision insights, statistical analysis tools, 

and machine learning [3], [4]. 

Despite the wide adoption of facial recognition technologies, most existing tracking systems still 

suffer from critical gaps: i) they depend on GPS or wearable devices, which cannot be placed on individuals 

who are unwilling, unknown, or attempting to evade monitoring; ii) many classical image-processing 

approaches fail under poor lighting, occlusion, and real-world motion; and iii) systems based on handcrafted 

features—such as principal component analysis (PCA), local binary patterns (LBP), or basic support vector 

machine (SVM) pipelines—lack robustness and real-time adaptability needed for modern surveillance 

environments [5]. These limitations create a significant need for a tracking method that can automatically 

extract discriminative features from raw images, adapt to environmental variations, and perform accurate 

recognition without requiring any physical device on the target. 

The need for Person tracking based on face recognition technology has increased in recent years. 

Many institutions have incorporated it into their applications and manufactured devices because it saves 

humans a significant amount of effort and time in matching faces. The Viola-Jones algorithm is used to 

detect the front. The modified PCA algorithm is used to recognize faces from images with some differences, 

achieving a close-to-real-time recognition rate. The algorithm analyzes the main components of the face. This 

technique recognizes facial pictures before and after plastic surgery [6].  

To overcome the limitations of these earlier approaches, this research adopts convolutional neural 

networks (CNNs), which have demonstrated superior performance in extracting hierarchical and invariant 

facial features directly from raw image data [7]. CNNs are significantly more resilient to lighting variation, 

pose differences, occlusion, and image noise—conditions that frequently degrade the accuracy of handcrafted 

feature methods. Furthermore, CNN-based systems enable real-time processing, scalability, and improved 

generalization, making them ideal for surveillance scenarios where speed and reliability are essential [8], [9]. 

The primary objective of this research is to track individuals using facial recognition techniques in a 

specific area, detect violators, and send their locations. CNN algorithms were utilized, with some 

modifications, to suit and verify the project’s primary objective. Some properties have been added to the 

project, for example, the ability to discover more than one person simultaneously. Recent developments in 

technology and industrial revolutions worldwide have become essential to our lives, enabling us to utilize 

technology more effectively to benefit from it, particularly in computer vision and artificial intelligence, 

including machine learning and deep learning [10]. The features of tracking person systems and facial 

recognition in our time embody the essential characteristics that must be relied upon in addressing various 

issues, including health, security, and education. This research proposes a system to monitor individuals in 

violation, gather information about them, and transmit their locations to the relevant authorities responsible 

for managing the system. 

 

 

2. MATERIAL AND METHOD 

2.1.  Proposed system architecture 

Person tracking systems are among the significant systems for identifying or confirming a person 

naturally from a computerized image. There are two strategies for countering recognition. One is photo-

based, and the other is video-based. There are now more classifications for it. In our case, a person tracking 

system based on facial recognition technology is a still image of a person. It can verify and identify one or 

more individuals by referencing a stored database of individuals to be tracked. The framework for facial 

recognition consists of several initial steps: processing the information, extracting key features, and 

classification. Information preprocessing encompasses various activities, including standoff location [11], 

noise reduction, image resizing, and scaling. 

The structure of a person tracking system based on facial recognition technology consists of three 

components: i) training a CNN model by placing a set of images of the people to be tracked; ii) image 

processing by reducing some of the noise in the images; and iii) comparing the image taken by the camera 

and matching it with the database within the system. The functions of each part is described in Figure 1. 

 

2.2.  CNN model training 

One of the critical steps in our work is training a model using advanced machine learning 

techniques, such as TensorFlow. It is an open-source library provided by Google to train models. The trained 

model can recognize faces by matching images stored in the base with video images captured by surveillance 

cameras and identifying the desired person. 
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Figure 1. Person tracking system architecture 

 

 

2.3.  Face extractor from photos or videos 

The facial features extractor extracts critical facial features. We are developing a feature extraction 

method that works on color images without requiring the use of glasses. The facial features extractor consists 

of three sequential modules: facial features localization, feature point extraction, and facial features 

generation. First, select the main points-eyes, nose, mouth-from the image of the face. Second, the face 

extraction unit extracts the characteristic point and analyzes its compatibility with the existing base. 

 

2.4.  Classification of a person by face 

Face matching includes a categorized and didactic algorithm. This component is responsible for 

identifying a person. By providing a new picture, the person tracking system first detects the face and then 

positions it accordingly [12]. Then, the detected face image is passed to the facial features extractor, where 

the features are extracted using algorithms similar to those employed in the SVM algorithm to enhance the 

image resolution. The image will be matched, and it will be determined whether it is in the database. 

 

2.5.  Research design 

When researchers work on a topic, they have goals to achieve at the end of the work. In this 

proposed system, the primary goal is to track specific individuals through the camera, identify them, transmit 

their location to the designated person within the system, and verify their identities. At the outset of our 

work, we conducted a literature review of all previous research in the field of tracking systems to determine 

the strengths and weaknesses of the algorithms used and to identify the technology that best meets the 

system’s primary purpose. Then, the proposed method is designed according to the data available in the work 

environment. Figure 2 illustrates the methodology employed in this work. 

 

 

 
 

Figure 2. Methodology of work 

 

 

2.6.  Proposed system 

We proposed a system to help governments or private security companies track specific individuals 

in public or private places. One of the primary functions of the system is to feed it images of people to be 

tracked. The system also features an encryption mechanism for data protection, utilizing a hash algorithm to 

encrypt the information entered into the system and ensure its confidentiality. The system consists of three 

main parts: input, processing, and output, as shown in Figure 3. 
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Figure 3. Proposed system steps 

 

 

2.6.1. The main components of the proposed system 

People tracking is a complicated system. According to our capabilities, we designed the proposed 

method using a computer camera to read faces and start the image analysis process. System components are 

divided into two main parts: the physical and software parts. Figure 4 illustrates the primary components of 

the system. We illustrated the main scheme of the system’s components and divisions. We will explain each 

section with the benefit of using it in the system. 

 

 

 
 

Figure 4. Components of the system 

 

 

a. Hardware 

We refer to the physical components used in the system to achieve the desired result, which consists 

of two parts. 

− Computer device 

The computer is one of the most indispensable units of the system, through which we connect the 

camera placed in a specific location to the programmed application, which detects violators and identifies 

them. Additionally, the computer can be described as the link between the system’s hardware and software 

components, through which all hardware and software components are integrated, including applications, 

cameras, and databases. 

− Camera 

Most of the security cameras available on the market today feature high resolution, as the camera is 

linked to the proposed system, which allows us to create a database that includes the individuals to be 

tracked. When the camera observes a face, it determines whether it is inside a person in the database. In our 

proposed system, at the primary stage of work, we evaluated a camera on a personal laptop. 

b. Software 

The code and libraries represent the software components and algorithms combined to form an 

integrated application with the camera to track the person’s system. The programmed application, written in 

the Python language, is a combination of several libraries and algorithms that we will discuss in detail. 
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− OpenCV 

The open computer vision (OpenCV) library is a collection of programming interfaces designed to 

facilitate the development of computer vision applications. Intel corporation has a free software library under 

the open-source license. We can benefit from the OpenCV library, particularly in medical, industrial, and 

artificial intelligence applications [13]. OpenCV comprises several algorithms and software codes, all of 

which are compiled into a single framework. The objective of this framework is to provide solutions in 

computer vision. It can be used on all computer systems and focuses on real-time image processing. 

Library contents (OpenCV): 

− Core: a built-in module for characterizing fundamental data structures 

− ImgProc: image processing unit for Image Enhancement. 

− Video: the video analysis unit that incorporates target movement estimates. 

− Calib3d: the 2D image information analysis unit. 

− Features2d: responsible for detecting the target’s known properties and separating it from the rest of the 

surrounding environment, such as geometric shapes. 

− Objects detect face detection 

− High-up: an easy-to-use interface for taking pictures and videos. 

− CPU module: Utilizes the total computing power of the system by using the power of the video 

processing card. 

OpenCV Library Applications: 

− Facial recognition systems 

− Gesture recognition systems 

− Computer-human interaction 

− Mobile Android 

− Get to know the target 

− Motion chasing 

− TensorFlow: 

After completing the data entry, reprocessing the images, and preparing them for the image 

processing stage in our proposed model, three image classifications will be performed based on the document 

where the model is trained to identify these cases and provide accurate results with the help of CNN 

techniques. The following measures were taken to train the CNN model. 

Step 1: Upload dataset 

Step 2: The input layer 

Step 3: Convolutional layer 

Filter the feature map using the specified number of filters. We must employ a relay activation 

function after convolution to add non-linearity to the network. The first convolutional layer contains 18 

filters, each with a 7×7 kernel and equal padding. The output and input tensors have the same width and 

height with the same padding. To verify that the rows and columns are the exact sizes, the topology potential 

and spectral clustering (TPSC) model will add zeros to them. 

Step 4: Pooling layer:  

The maximum facility will be downsampled following the convention. The goal is to limit the 

feature map’s mobility to prevent overfitting and improve computational speed. The traditional max pooling 

technique divides feature maps into subfields and only keeps the maximum values. Following the 

convolutional stage, the pooling computation is the next stage. The data will be compressed due to the 

pooling computation. With a dimension of 3×3 and a stride of 2, we can utilize the max pooling 2D module. 

As input, we use the output of the previous layer. [batch size, 14, and 15] are output sizes. 

Step 5: Convolutional layer and pooling layer:  

The output size of the second CNN is [batch size, 14, 14, 32], and it has precisely 32 filters. The 

output shape is [batch size, 14, 14, 18], and the size of the pooling layer remains unchanged. 

Step 6: Dense layer:  

The fully connected layer must be defined. It must be compressed before combining it with the 

feature map and the dense layer. The dense layer will connect 1764 neurons. We can add a ReLU activation 

function, and we will be able to do so. We add a 0.3 dropout regularization term, meaning 30% of the 

weights will be 0. Only during the training phase do people drop out. 

Step 7: Logit layer 

We define the final layer of the model’s forecast. The output shape is batch size 12 (the total number 

of photos in the layer), the same as the total number of images in the layer. 
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2.6.2. Used algorithms 

The camera-based person-tracking system is programmed through complex technologies, each 

performing a different function. However, they integrate, so the job is not done right if the entire technology 

is not working correctly. Face identification technology is more accurate and complex than its predecessors. 

Likewise, for recognition technology, a person’s photo is slowly matched against the images in the database. 

However, he does not focus solely on the shape and features of the face; any change in facial expressions 

between the person’s image and the image in the database invalidates his work. Some facial recognition 

technologies identify facial features by extracting features from a picture of the face; for example, one 

technology analyzes the relative position and size of facial organs, such as the nose, determined by the size 

and location of the face as well as its distance from the eyes, and it defines the gap between the eyes; In 

determining specific techniques to work, the researcher must do serious work comparing the methods and 

selecting the appropriate technology for the work. In this proposed system, we define elementary working 

techniques (CNN) to identify faces by training a TensorFlow model and utilizing a hash algorithm to encrypt 

data within the system, thereby enhancing the system’s security. 

 

 

3. RELATED WORK 

Real-time video surveillance systems are used in various settings, including public spaces, 

commercial buildings, and public infrastructure. People’s detection is critical to many video surveillance 

systems, including people identification, segmentation, and tracking. To recognize and track people, 

researchers have used a variety of image processing and AI-based technologies (including machine and deep 

learning), but they mostly use a front-view camera perspective [14]−[16]. 

Ahmed and Jeon [17] demonstrated a method that employs an overhead camera viewpoint. 

SiamMask, a deep learning-based technique employed in the system, is simple, adaptable, and fast, 

outperforming other real-time tracking systems. The method incorporates the mask branch into the full 

convolutional duplex neural network to track the target or person. The person’s video sequence is first 

gathered from an overhead perspective; then, additional training is conducted through learning transfer. Finally, 

a comparison is made to different tracking algorithms. The SiamMask algorithm produces excellent results. 

We have constructed a workable people monitoring system that solves most real-world concerns, 

according to John Krumm. During live demos in the living room, use two color cameras to track various 

participants [18]. Color photos protect people’s identities, while stereo images are used to locate them. The 

system is fast enough to give the impression that the room is responding [19]. 

According to Gómez-Silva [19], he took advantage of the transfer of learning from a multi-object 

tracking (MOT) domain of two photographs of a specific person to be identified and tracked. In both 

domains, he taught a unique deep triple structure. Six levels of translational learning were implemented and 

analyzed, demonstrating that transferring knowledge from one area to another significantly improves  

re-identification performance. The experimental results demonstrate that the proposed method is comparable 

to existing state-of-the-art procedures in terms of accuracy and robustness. These findings also demonstrate 

that, despite the data issue, deep learning can be effectively utilized for single-shot redefinition. 

Weiyang addresses the problem of deep facial recognition (FR) under the Open Group Protocol. 

Where ideal facial features are expected to have a maximum distance within the layer, equal to the minimum 

distance between categories under a suitably selected measurement area, a few existing algorithms can 

effectively achieve this standard. An angular SoftMax loss (A-SoftMax) enabled CNNs to learn angular 

discriminant features. We also conclude a specific approximation of the ideal feature standard. Intensive 

analyses and experiments are conducted on the so-called wild in the wild (LFW) and faces (JTF). As a result, 

a novel approach to deep recognition in face recognition was introduced. Specifically, it is beneficial to learn 

facial representation. Competitive results in many common facial standards outweigh our approach and its 

enormous potential [16]. 

Mustafa utilized kernel discriminant analysis (KDA) and SVM facial recognition algorithms, which 

applied kernel analysis to extract features from the input images. Additionally, this procedure was applied to 

both the Yale and ORL databases to assess the performance of the proposed system. Experimental results 

showed that the system achieved a high recognition rate, with an accuracy of 95.25% on the Yale database 

and 96% on the ORL [16]. 

Kumar et al. [20] has proposed an arrangement for most problems facing the daze within the 

category of exploring both inner and outer situations, comprising different obstacles and the acknowledgment 

of an individual before them. Faces can be recognized utilizing neural learning methods, including extraction 

and preparation modules. Pictures of companions and relatives are stored within the smartphone client 

database, and an unused picture recognition and navigation system provides precise and quick voice 

messages to individuals with visual impairments, enabling them to navigate quickly. The framework applies 
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to open-air and indoor situations [21], [22]. An examination of the execution of the actualized framework 

reveals that 75% of the participants find this framework helpful and achieve a 90% accurate result for face 

recognition [23]. 

According to Fachrurrozi et al. [24], the real-time facial recognition system process is divided into 

three steps: feature extraction, clustering, detection, and recognition. Each stage uses a different method: the 

local binary pattern (LBP), cumulative hierarchy (AHC), and Euclidean distance. CBIR, an image search 

technology based on image features, is applied as a search method. Based on experiments and test results, the 

recall and accuracy values were 65.32% and 64.93%, respectively. Table 1 summarizes the related work. 
 

 

Table 1. Comparison of previous works 
Title Year Problem Technique used Result 

“A real-time person tracking 
system based on SiamMask 

network for intelligent video 

surveillance” 

2021 Video surveillance 
of people 

Deep learning 
Algorithm 

SiamMask 

The algorithm used gave 
excellent results compared to 

other methods 

“Multi-camera multi-person 

tracking for EasyLiving” 

2000 Monitor people in 

the living room 

Use the technology 

of two-color 

cameras and match 
photos 

Suggest a workable people 

monitoring system that solves 

most real-world concerns. 

“Transferring learning from 
multi-person tracking to person 

re-identification” 

2019 Re-identification of 
the single person 

(re-id) 

The transfer of 
learning from multi-

object tracking 

(MOT) 

The proposed method is 
comparable to existing state-of-

the-art procedures in terms of 

accuracy and robustness 
“Face recognition system 

based on kernel discriminant 

analysis, 
k-nearest neighbor and 

support vector machine” 

2018 Face Recognition SVM and KNN According to the experimental 

results, the system achieves a 

high recognition rate, with an 
accuracy of 95.25% in the Yale 

database and 96% on the ORL 

database. 
“Intelligent face recognition 

and navigation system using 

neural-learning for smart 
security in the internet of 

things” 

2017 System for blind 

people 

Genetic algorithm 

and RBF Kernel 

The system is helpful and 

provides a 90% accurate result 

for face recognition. 

“Multi-object face recognition 
using content Based image 

retrieval (CBIR)” 

2017 Human face 
recognition in a 

multi-object image, 

LBP and AHC Based on experiments and test 
results, the recall and accuracy 

values were 65.32% and 64.93%, 

respectively. 

 

 

4. RESULTS AND DISCUSSION 

The implementation phase is the final phase that determines the project’s success. It is not possible 

to plant cameras in public places because this requires a security approval machine. We tangibly 

experimented with the system by providing it with an album of photos taken from Google of celebrities, 

along with data identifying 50 people. The database was supplied with people’s information, and their images 

were added to the database. We ran the program using the laptop’s camera and passed pictures in front of it. 

This experiment was conducted in two batches: the first using dim light and the second under standard 

viewing conditions. The results are recorded as follows. The process was completed in low light when 50 

typical images were read into the system. The experimental phase identified 46 images; at this stage, the 

system achieved a 92% accuracy in determining the wanted persons. The process was conducted in normal 

light with the exact mechanism followed previously, and 50 photos of people were identified out of 50. The 

system achieved 100% of the goal of distinguishing the wanted people to be tracked by regular people, the 

ideal ratio. These results indicate that the CNN-based approach is capable of maintaining high accuracy 

across varying illumination conditions, validating the robustness of feature extraction within the proposed 

architecture. In particular, the minimal performance drop in low light demonstrates the advantage of deep 

feature representation over traditional handcrafted techniques, which typically degrade sharply under these 

conditions. 

The achieved precision, recall, and F1-scores as shown in Table 2 further support the reliability of 

the model, showing that misclassifications are rare and primarily associated with low-resolution or partially 

occluded test images. Importantly, the system demonstrated strong stability during real-time execution, with 

the model capable of identifying individuals within fractions of a second, making it suitable for surveillance 

and rapid-response scenarios. 
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Table 2. Accuracy of the results 
 Precision Recall F1-score Support 

0 0.99 0.99 0.99 3800 
Accuracy   0.99 760 

Macro avg 0.99 0.98 0.99 760 

Weighted avg 0.99 0.99 0.99 760 

 

 

Use the following logic to calculate the percentage achieved.  

 

Tracking rate=
𝑇ℎ𝑒 𝑛𝑢𝑚𝑏𝑒𝑟 𝑡ℎ𝑎𝑡 ℎ𝑎𝑠 𝑏𝑒𝑒𝑛 𝑟𝑒𝑐𝑜𝑔𝑛𝑖𝑧𝑒𝑑

𝐴𝑙𝑙 𝑛𝑢𝑚𝑏𝑒𝑟
∗ 100  

 

Based on the results and their comparison, [16], [20] have achieved results that are less than those in 

our proposed system, as the researchers used different algorithms than the technology employed in our 

system. The following data in Table 2 shows the accuracy of the results obtained from the system. Compared 

with prior studies using PCA, LBP, SVM, and hybrid CBIR approaches, the proposed model outperforms 

earlier systems in both accuracy and consistency. While prior methods report accuracies ranging from 65% to 

96%, our system consistently achieves accuracies of 92%–100%, depending on lighting conditions. This 

demonstrates the benefit of deep learning–based hierarchical feature encoding in environments where subtle 

variations in pose, expression, or illumination can significantly reduce the performance of classical 

recognition algorithms. 

 

4.1.  Benchmarking against other models 

To further validate the effectiveness of the proposed CNN-based tracking system, we conducted a 

conceptual and performance-oriented benchmarking comparison against several widely used facial 

recognition and tracking models, including PCA-based recognition, LBP descriptors, SVM classifiers, 

SiamMask deep tracking, and CBIR-based multi-object recognition systems. Traditional PCA and LBP 

approaches demonstrated strong performance only under controlled lighting and frontal-face conditions, with 

accuracies typically ranging from 65% to 90% according to earlier studies. However, both techniques 

struggled in scenarios involving illumination variability, occlusion, and complex backgrounds. This aligns 

with our findings, where CNN-based recognition maintained high accuracy (92%–100%) even under low-

light conditions, unlike handcrafted feature models, which tend to degrade significantly in such situations. 

Similarly, SVM-based pipeline models—although effective for small, well-labeled datasets—

require manual feature extraction and do not scale well to larger or more diverse datasets. In contrast, CNNs 

inherently learn multi-level feature hierarchies from raw images, enabling superior generalization and 

robustness. These advantages are clearly reflected in the higher precision, recall, and F1-scores obtained in 

our experiments. 

When benchmarked conceptually against state-of-the-art deep learning methods such as SiamMask, 

which focuses on real-time object tracking rather than identity recognition, our system provides an added 

advantage by combining both detection and identity verification. SiamMask excels in motion tracking but 

does not inherently perform facial recognition. Our model integrates both capabilities, making it more 

suitable for security applications requiring identity-specific tracking rather than generic object localization. 

Compared with CBIR-based multi-object recognition techniques, which achieved recall and 

accuracy values around 65%, the proposed CNN system demonstrates a significant performance 

improvement. The deep convolutional architecture reduces sensitivity to noise and background clutter—two 

major limitations of CBIR approaches that rely heavily on texture similarity rather than learned feature 

abstraction. Overall, the benchmarking results confirm that CNN-based methods not only outperform 

classical machine learning techniques but also offer advantages over several modern deep-learning trackers 

by integrating identity recognition, multi-person detection, and encrypted data handling within a unified, 

practical framework. 

 

4.2.  Limitations 

Despite promising results, the proposed system has several limitations that must be acknowledged. 

First, the model was trained and evaluated using a relatively small dataset, which may restrict it is 

generalization to broader demographic or environmental variations. Larger and more diverse datasets would 

further strengthen the reliability of the system. 

Second, the experiments were conducted using a laptop camera under controlled indoor conditions 

[25]. Real-world surveillance environments often present additional challenges, including extreme lighting 

conditions, motion blur, high crowd density, partial occlusions, and varying camera angles [26]. Future work 
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should include field deployment with outdoor and multi-camera settings to assess system performance under 

operational constraints. 

Third, the current system relies on frontal or near-frontal facial visibility. While CNNs improve 

robustness, extreme side profiles or heavily occluded faces still pose recognition challenges. Integrating body 

pose estimation or multi-modal biometrics could reduce this dependency. Finally, although the system 

incorporates hash-based encryption for data protection, additional security layers—such as secure 

communication tunnels, differential privacy, or GDPR-compliant anonymization—should be considered for 

deployment in governmental or commercial environments. 

 

4.3.  Need for larger and more diverse datasets 

Another important limitation of the current study is the restricted size and diversity of the dataset 

used for model training and validation. The system was evaluated using a relatively small number of images, 

many of which were sourced from publicly available celebrity photos with limited variation in pose, age, 

ethnicity, environmental background, and camera angle. This level of homogeneity may not fully represent 

real-world surveillance conditions, where individuals differ significantly in appearance and are often 

captured in dynamic, uncontrolled settings. 

To ensure stronger generalization and reduce the risk of overfitting, future work should incorporate 

significantly larger and more diverse datasets that include multiple age groups, ethnicities, expression 

variations, occlusions (such as masks or glasses), and environmental conditions. Expanding the dataset in this 

manner would allow the CNN model to learn a broader distribution of facial features, ultimately improving 

accuracy and robustness when deployed in realistic field environments.  Additionally, the inclusion of 

publicly available large-scale datasets, such as LFW, VGGFace2, or MS-Celeb-1M, or custom datasets 

gathered from operational surveillance cameras, would provide more comprehensive validation and a more 

reliable measure of real-world performance. 

 

 

5. CONCLUSION 

Tracking is often referred to as a service, and like any other modern technology or technical 

assistance, it has advantages and disadvantages. Tracking people via GPS technology has become outdated 

because it can be difficult to place a device on a person if they are wanted for crimes—alternative technology 

is needed. This proposed system presented a different mechanism from the tools previously used in tracking 

people. The model was built using CNN techniques and trained intelligently by TensorFlow. This trained 

form identifies the wanted persons and sends their information and reality to the system administrator. The 

form must be connected to its camera for tracking to take place. The system test is conducted in two stages; 

the first is in case the light is not good at the camera. The system was trained with images; 50% of the images 

were identified, and the current information was determined. In the other part, an experiment was conducted 

on the system under normal lighting conditions, using the exact mechanism employed in the first test. The 

system achieved a 100% accuracy rate; all images were recognized, and the coding folk was also evaluated 

using the hash algorithm, with an accuracy score of 99, which is considered good. 
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