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DNS over HTTPS (DoH) is a developing protocol that uses encryption to
secure domain name system (DNS) queries within hypertext transfer
protocol secure (HTTPS) connections, thereby improving privacy and
security while browsing the web. This study involved the development of a
live tool that captures and analyzes DoH traffic in order to classify it as
either benign or malicious. We employed machine learning (ML) algorithms
such as K-nearest neighbors (K-NN), random forest (RF), decision tree
(DT), deep neural network (DNN), and support vector machine (SVM) to
categorize the data. All of the algorithms, namely KNN, RF, and DT,
achieved exceptional performance, with F1 scores of 1.0 or above for both
precision and recall. The SVM and DNN both achieved exceptionally high
scores, with only slight differences in accuracy. This tool employs a voting
mechanism to arrive at a definitive classification decision. By integrating
with the Mallory tool, it becomes possible to locally resolve DNS, which in
turn allows for more accurate simulation of DoH queries. The evaluation
results clearly indicate outstanding performance, confirming the tool's
effectiveness in analyzing DoH traffic for network security and threat

detection purposes.
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1. INTRODUCTION

The Internet has completely transformed how we interact with the outside world, conduct business,
communicate, and obtain information. It is a vast, globally connected computer network with servers spread
across the globe, enabling the seamless exchange of data and digital content. From its humble beginnings as a
research project to its ubiquitous presence, the Internet has become an integral part of modern society,
forming how we live, work, and connect [1].

Despite all of this, our Internet and technology use remain highly vulnerable to many threats that
constantly put our data at risk of theft or hacking. This leads us to search for ways to make our data safer by
developing effective methods to detect and eliminate all these threats. Undoubtedly, most of these methods
today originate from artificial intelligence.

Artificial intelligence (Al) has become a potent instrument for identifying potential threats and
mitigating them. Al techniques like machine learning (ML) and deep learning (DL) examine enormous
volumes of data to find trends, abnormalities, and possible dangers in digital systems. These advanced
algorithms can detect and predict cyber attacks ranging from malware and phishing attempts to network
intrusions and data breaches. By leveraging Al, organizations can bolster their cyber security defenses and stay
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ahead of cyber threats, enhancing their overall resilience in an increasingly complex and sophisticated digital
environment [2].

One of the biggest issues facing the world and companies today is privacy on the Internet. This has led to
a growing interest in developing new technologies that preserve user privacy while using the Internet and prevent
unauthorized parties from accessing their data. One such technology is the so-called DoH or DNS over HTTPS.

The DoH technique secures communication between devices and DNS servers [3]. When a device
requests a site, it sends the request to the domain name system (DNS) server for an IP address. However, the
response is unencrypted, allowing any party to intercept, modify, and redirect the computer to other harmful sites.
This vulnerability is illustrated in Figure 1, which shows how an attacker can intercept and modify an unencrypted
DNS request, leading to the user being redirected to a malicious site. To mitigate the risk, the hypertext transfer
protocol secure (HTTPS) protocol encrypts and completely secures the response, preventing any party, including
its service provider, from accessing user data. Figure 2 demonstrates a scenario where DoH is active, ensuring that
the DNS request is securely encrypted, and the user receives the correct response, even if an attacker tries to
intercept the request.
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DoH is increasingly important to protect DNS messages from third-party attacks [4]. DNS over TLS
and DoH encryption conceal DNS resolvers from passive adversaries [5]. Although DoH reduces the risk of
data breaches, managing DNS traffic becomes more challenging for network security services due to its
encryption [6].

The most recent attempts to secure DNS using DoT and DoH are gaining traction to protect traffic
and hide content from unauthorized viewers [4]. However, DoT and DoH can only cover the interaction
between the final client and the DNS full-service resolver, so they cannot defend against cache-destroying
attacks [7]. While DoH provides Internet users with desirable features like privacy and security, it also makes
it difficult for network managers to identify questionable network traffic produced by malicious software and
viruses [8]. Protocols such as FTP-DNS, HTTP-DNS, HTTPS-DNS, and POP3-DNS can implement DNS
tunneling [9].

Studies like [10]-[12] applied ML algorithms to create models that can detect and classify malicious
DoH traffic; however, studies like [13] applied a DL approach to track the DoH network traffic. The [14]
work also utilized DL techniques to evaluate and enhance learning-based DoH traffic. The paper [15] used a
two-layered approach and time-series classification of encrypted traffic to detect DoH tunnels, and they
called for ML and DL techniques. Similarly to the previous work, [16] proposes a two-stage and lightweight
approach to detecting malicious DoH traffic using random fine trees in the first layer and AdaBoost trees in the
second layer [17]. Developed a hierarchical ML classification method to pinpoint malicious DoH. In order to
detect DoH attacks, [8] implemented an explainable Al solution using balanced and stacked random forests (RF).

On the other hand, this study aims to enhance the analysis of DoH in network traffic by combining
two methods: ML and DL. Crucially, we will incorporate these models into a tool we have developed to
capture packets in real-time and categorize the network traffic.

In this paper, we will discuss the development of a tool that can track network traffic in real time,
test DoH, and classify malicious and benign traffic based on several DL and ML models integrated into it. In
the training process, we will use the public dataset CIRA-CIC-DoHBrw-2020 to build our classification
models. Next, we will develop a tool for real-time packet sniffing, feed it into our models, and then utilize a
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voting technique to categorize the traffic. To prove our tool's effectiveness, we will simulate the creation of
malicious requests on our local device so that our tool can recognize them and classify them as malicious.

2. METHOD

The following methodological steps were undertaken to create a tool that can classify DoH traffic in
real-time as benign or malicious. Before diving into the details, Figure 3 briefly illustrates our research
methodology. Which involves multiple stages from the dataset preprocessing to final tool deployment:

CIRA-CIC-DoHBrw-2020
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Figure 3. The proposed methodology

2.1. Data training

This study calls for Python programming language, scikit-learn, TensorFlow, and Keras libraries
and uses the CIRA-CIC-DoHBrw-2020 dataset for analysis. Initially, 20 important features were chosen from
32 features from the dataset to represent different characteristics of DoH traffic, including source and
destination ports, duration, and flow byte sent. To ensure the effectiveness of the training process, we first
examined the correlation between the features. High correlation between features can negatively impact the
performance of ML models. Therefore, we removed features with a high correlation threshold of 0.7.
Figure 4 illustrates the heatmap of feature correlations before the removal of highly correlated features. As
shown, several features exhibit high correlation, indicated by the dark green squares. After identifying these
highly correlated features, we proceeded to remove them to reduce redundancy and improve model
performance. Figure 5 shows the heatmap after removing the highly correlated features. The reduction in
high correlation instances demonstrates a more refined feature set for training our models.

The preprocessing step, including scaling, was then applied to prepare the data for modeling.
Subsequently, classification models, including K-nearest neighbors (KNN), RF, support vector machine
(SVM), decision tree (DT), and deep neural network (DNN), were trained on the preprocessed features.

To assess the performance of the classification system, evaluation metrics were used, including
accuracy, which is the percentage of cases accurately classified out, it calculated by the following in (1):

(TP+TN)

Accuracy = ————
y TP+TN+FP+FN

€]

Precision which is the measure of the accuracy of positive predictions, it calculated by the following in (2):

TP
TP+FP @)

Precision =

Recall which is the percentage of actual positive cases divided by the true positive forecasts, it calculated by
the following in (3):

TP
TP+FN ®)

Recall =

The F1-score is the recall and precision harmonic means which strikes a harmony between the two measures
[18], it calculated by the following in (4):

2 x Precision x Recall

F1 Score = 4)

Precision+Recall
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Another method for evaluating the performance of classification models is called receiver operating
characteristic (ROC), and It is a graphical representation that shows how a binary classifier system may be
made to function as a diagnostic across different threshold settings. The ROC curve illustrates the trade-off
between the classifier's sensitivity and specificity by plotting the true positive rate (TPR) versus the false
positive rate (FPR) at different threshold levels. AUC is a scale from 0 to 1, with a higher number denoting
the model's superior discriminating power [19].

The ML models including KNN, SVM, DT and RF are trained using scikit-learn library how ever the
DNN trained using TensorFlow and Keras libraries. Scikit-learn is a quick and easy tool for analyzing predictive
data [20] and Tensorflow is a ML end-to-end platform [21].

After the training process is completed and good results are obtained, a model with the h5 extension
is extracted to be used while the tool is running.
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Figure 4. Heatmap before removing correlation

2.2. Tool development

In the development step, we used Python programming language and Scapy library to create our
real-time tool. Scapy is a robust Python library for manipulating packets interactively. Scapy can transmit
packets across the network, capture them, match requests and answers, and do a lot more. It can also forge or
decode packets of a variety of protocols [22].

Our tool sniffs the packets and extracts some features from them, such as source port, source IP,
destination IP, and destination port. Some other features are calculated using statistical rules, such as packet
length variance and mode. All the extracted features will pass to each model to make its prediction (voting),
and then the most voted decision, benign or malicious, will be chosen. The following Algorithm 1 resumes
how our tool will work.

2.3. Simulation

In this section, we used the well-known Man-in-the-Middle (MitM) proxy, Mallory, to imitate
malicious DoH traffic. Mallory is a tool used by researchers to examine network activity and possible
vulnerabilities since it can intercept and alter HTTPS traffic, including DoH requests and responses [23].
Using this tool, we were able to improve the robustness of our research by generating realistic situations that
mimicked possible vulnerabilities inside DoH traffic.
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Figure 5. Heatmap after removing correlation

Algorithm 1: Sniff and classify

Input: vector of features such as source port, destination port, duration, and
packet length.

Output: decision benign or malicious

knn _classifier, svm classifier, dt classifier, rf classifier, dnn classifier <

! load models ()

2  While (true) do

3 packet € scapy.sniff ()

4 features € packet.extract features()

5 knn € knn classifier.predict (features)
6 svm € svim_classifier.predict (features)
7 dt €« dt classifier.predict (features)

8 rf & rf classifier.predict (features)

9 dnn € dnn classifier.predict (features)
10 decision € max vote between (knn, svm, dt, rf, dnn)
11 if (decision = ‘malicious’) then

12 show malicious doh data (features)

13 End I

14 End

3. RESULTS AND DISCUSSION
This section presents some results of our research with a final discussion, where the aim is to create
a real-time tool for analyzing DoH traffic.

3.1. Results

The first step of our work was training the CIRA-CIC-DoHBrw-2020 dataset; in this step, we used
four algorithms in the ML approach, which are KNN, SVM, DT, and RF. However, we used the DNN for the
DL approach. Table 1 summarizes the training results for these models. We used accuracy, precision, recall,
F1 score, and AUC score as the evaluation metrics to assess the performance of our final models. As
mentioned above, the AUC score also used to evaluate our models. The AUC score represents the scalar
value that quantifies the overall performance of the classifier [24], [25].
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After training the dataset and extracting all the models, we succeeded in the development part,
where we developed our tool, which sniffs packets using the Scapy library and then passes each packet to all
models in order to make their prediction; after that, the process will continue by counting the number of
predictions in order to get the final decision (voting). After the development task, we configured the Mallory
tool in our local machine in order to simulate malicious DoH queries, and we got good results where our tool
was able to analyze and classify the queries successfully.

Table 1. Training results

Precision Recall F1 Score  Accuracy AUC Score
KNN 1 1 1 1 0.9971
SVM 0.99 0.99 0.99 0.99 0.9922
DT 1 1 1 1 0.9968
RF 1 1 1 1 0.9983
DNN 0.96 0.99 0.97 0.99 0.9875

3.2. Discussion

In this study, we created a tool for analyzing DoH in real time; we started by exploring the efficacy
of various ML models, including traditional classifiers (KNN, RF, DT, SVM) and a DNN, in analyzing DoH
traffic. Our analysis included a dataset with 30 features, from which 20 were selected after removing highly
correlated ones with a threshold of 0.7. As a performance discussion for our training results we observed
exceptionally high-performance metrics, with precision, recall, and F1 score reaching 1.0 for KNN, RF, and
DT, and perfect scores for SVM and DNN. Notably, SVM and DNN showed a few minor differences in
performance metrics, achieving an accuracy of 0.99 compared to the perfect accuracy of the other models.
These results underscore the robustness of our models in accurately classifying DoH traffic. After the success
of training, we developed our tool using Python and its libraries including scapy, scikit-learn and
TensorFlow. Then, we simulated some malicious DNS queries using Mallory, and our tool succeeded in the
detection of these malicious queries.

As a simple comparison with similar works mentioned in the introduction to this research, we find
that perhaps the work [10], [13] better than ours in terms of choosing the dataset because they used their
dataset collected at the level of their local servers. On the other hand, the research [16] was able to obtain
good results using only six features from the same dataset that we used, but in the end, we all obtained
satisfactory results in the training phase despite some differences in the training techniques and algorithms
used. While our work excels in not stopping at creating trained models, we have also created a tool that uses
these models in order to analyze and classify the DoH in real-time and in addition to ensuring Its
effectiveness by carrying out the simulation process. Table 2 (see on appendix) provides a comparison of our
research with existing works, detailing the datasets used, the training techniques applied, the number of
features considered, and the evaluation metrics used. This comparison helps to contextualize our results
within the broader landscape of related research.

4. CONCLUSION

Finally, by presenting a real-time tool strengthened with Al methodologies, our research represents a
major improvement in the field of DoH investigation. We have proven the effectiveness of our technology in
precisely identifying and analyzing encrypted DNS traffic by rigorously testing SVM, KNN, DT, RF, and
DNN models. The entire suite of performance indicators, which includes F1 score, accuracy, precision, and
recall, attests to the dependability and harmony of our methodology.

Furthermore, as demonstrated by Mallory simulations, our tool's robustness in realistically simulated
environments highlights its usefulness for network security and monitoring. Our program is a major
advancement in DoH analysis since it incorporates novel features including real-time packet sniffer using the
Scapy library and addresses constraints found in previous research. Going forward, our tool needs to be
integrated with the operating systems or with the browsers for enhacing the security of systems. In essence,
our study not only contributes to the growing body of knowledge in network security but also holds promise
for bolstering defenses against emerging threats posed by encrypted DNS traffic. As we continue to innovate
and refine our approach, the potential for our tool to serve as a cornerstone in safeguarding network integrity
and privacy remains ever-promising.
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APPENDIX
Table 2. Comparaison with similar works
Ref Dataset Training techniques Features Evaluation Metrics Implementation
Number (model/app)
[3] Custom - KNN 19 Accuracy Models
-C45
-RF
- Naive Bayes
- Ada-boosted DT
[4] CIRA-CIC- - Decision Tree 34 - Confusion matrix Models
DoHBrw- - Extra Tree -ROC
2020 - Gradient Boosting -AUC
-LGBM - Accuracy
-RF - Precision
- XGBoost - Recall
- F1 score
[5] CIRA-CIC- - Logistic Regression 27 - Confusion matrix Models
DoHBrw- - Random Forest - Precision
2020 - KNN - Recall
- Gradient Boosting - F1 score
- Naive Bayes
[6] Custom - Convolutional neural network 90 Accuracy Models
[7] CIRA-CIC- -KNN 34 - Accuracy Models
DoHBrw- -1D CNN - Precision
2020 -2D CNN - Recall
- Long short-term memory - F1 score
[8] CIRA-CIC- -RF 34 - Precision Models
DoHBrw- -C45 - Recall
2020 -SVM - F1 score
-NB
-DNN
-2DCNN
[9] CIRA-CIC- - Principal component analysis 6 - Accuracy Model
DoHBrw- - Random fine trees - Overhead
2020 - Adaboost trees
[10] CIRA-CIC- - XGBoost More - Accuracy Models
DoHBrw- - LightGBM than 28 - Precision
2020 - CatBoost - Recall
- F1 score
- Mean Time Between
False Alarms
[11] CIRA-CIC- - Balanced and stacked random 29 -AUC Model
DoHBrw- forest - Accuracy
2020 -DT - Precision
-GB - Recall
-RF - F1 score
Our CIRA-CIC- -KNN 20 -AUC - Models
research DoHBrw- - SVM - Accuracy - Real-time
2020 -DT - Precision Tool
-RF - Recall
- DNN - F1 score
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