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 This article discusses two important aspects of unmanned aerial vehicles 
(UAVs): forest fire monitoring and data security for low-orbit vehicles. The 
first part of the article is devoted to the development of a geographic 
information system (GIS) for monitoring and forecasting the spread of forest 
fires. The system uses intelligent processing of aerospace data obtained from 
UAVs to timely detect fires, determine their characteristics and forecast the 
dynamics of development. The second part of the article focuses on the 
problem of high-speed encryption of data transmitted from low-orbit aircraft. 

An effective encryption algorithm is proposed that ensures high data 
processing speed and reliable protection of information from unauthorized 
access. The article presents the results of modeling and analysis of the 
effectiveness of the proposed solutions. 
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1. INTRODUCTION 

Unmanned aerial vehicles (UAVs) are widely used to solve a wide range of problems, including 

environmental monitoring, agriculture, transportation, and security. This article discusses two promising 

areas of UAV application: forest fire monitoring and data protection for low-orbit vehicles. Forest fires pose 

a serious threat to ecosystems, the economy, and human life. Traditional monitoring methods based on 

ground observations and aerial patrols are often ineffective due to limited availability and high cost. The use 

of UAVs for forest fire monitoring allows for promptly obtaining information about fires in hard-to-reach 

areas, assessing their scale, and predicting the spread of fire. This facilitates timely measures to extinguish 

fires and minimize damage. 

The article presents a geographic information system (GIS) for monitoring and predicting the spread 

of forest fires, based on intelligent processing of aerospace data obtained from UAVs. The system uses the 
latest machine learning algorithms to automatically detect fires, determine their characteristics  

(area, intensity, temperature) and predict the dynamics of development. Unlike existing systems, the 

proposed GIS integrates data from various sensors (red, green, blue (RGB), infrared, multispectral) installed 

on UAVs and uses deep neural networks (DNN) to improve the accuracy of fire detection and classification. 

https://creativecommons.org/licenses/by-sa/4.0/
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A number of studies have been conducted in the field of forest fire monitoring using UAVs. The 

paper [1]–[5] proposes a fire detection system based on the analysis of infrared images obtained from UAVs. 

The authors of [2] use computer vision methods to assess the scale of fires based on aerial photographs.  

In [3], a system for predicting the spread of fires taking into account meteorological data was developed. 

However, existing systems are often limited in their capabilities: some of them focus only on fire detection, 

while others do not take into account the dynamics of their development. The GIS proposed in the article 
overcomes these limitations through an integrated approach to monitoring and forecasting fires, as well as the 

use of the latest methods of intelligent data processing. The objective of this study is to develop an effective 

GIS for monitoring and forecasting the spread of forest fires. To achieve this goal, the following tasks were 

set: i) Develop the architecture and functionality of the GIS; ii) Develop algorithms for intelligent processing 

of aerospace data to detect and analyze fire characteristics; iii) Develop methods for forecasting the spread of 

forest fires taking into account meteorological data and terrain topography; and iv) Conduct modeling and 

analysis of the effectiveness of the developed GIS on real data. 

The developed GIS can be used for operational monitoring of forest fires, assessing their scale and 

forecasting the spread of fire. This will allow timely attraction of the necessary resources for extinguishing 

fires and minimizing damage from them. The second part of the article is devoted to the problem of ensuring 

the security of data transmitted from low-orbit vehicles. Low-orbit vehicles play an important role in modern 

communication, navigation and remote sensing systems of the earth. However, data transmission from such 
vehicles is associated with the risk of unauthorized access and interception of information. 

The article proposes a new algorithm for high-speed data encryption that ensures reliable protection 

of information during transmission from low-orbit vehicles. The algorithm is based on a combination of 

symmetric and asymmetric encryption using elliptic curves and is characterized by high speed and efficiency 

in the conditions of limited resources of low-orbit vehicles. Existing data encryption methods for low-orbit 

vehicles are often based on standard algorithms such as advanced encryption standard (AES) and Rivest, 

Shamir, and Adleman (RSA) [4]. However, these algorithms may be vulnerable to attacks using quantum 

computers [5]. In addition, they require significant computing resources, which makes them unsuitable for 

use on low-orbit vehicles with limited energy capacity. The algorithm proposed in the article is free from 

these drawbacks and provides high encryption speed with minimal resource costs, and also has increased 

cryptographic resistance. The objective of this study is to develop an efficient data encryption algorithm for 
low-orbit vehicles. To achieve this goal, the following tasks were set: i) Develop a high-speed data 

encryption algorithm based on elliptic curves; ii) Conduct an analysis of the algorithm's resistance to known 

attacks, including attacks using quantum computers; and iii) Evaluate the algorithm's efficiency under 

conditions of limited resources of low-orbit vehicles. The developed algorithm can be used to protect data 

transmitted from low-orbit vehicles in communication, navigation, and earth remote sensing systems. 

 

 

2. METHOD 

2.1.  Forest fire monitoring 

The following methods were used to develop a GIS for monitoring and forecasting forest fires. The 

collection and processing of aerospace data involved the use of UAVs equipped with RGB, infrared, and 
multispectral cameras. Agisoft Metashape and Pix4Dmapper software were used to process the obtained data, 

which allowed for the creation of orthophotos and digital terrain models [6]–[10]. This data served as the 

basis for further analysis and modeling. The development of algorithms for fire detection and analysis was 

carried out using DNN for image segmentation and fire classification. Tools such as TensorFlow, Keras, and 

PyTorch were used to develop and train the DNN. Trained neural networks made it possible to automatically 

detect fires in images and determine their characteristics. 

Forecasting the spread of fires was based on fire spread models that take into account 

meteorological data (wind speed and direction, temperature, and humidity) and topography. ArcGIS and 

QGIS tools were used for spatial analysis and modeling. These models made it possible to predict the 

dynamics of fire development and their potential hazard [11]–[15]. The development of the GIS architecture 

included the creation of a database for storing spatial data, a data processing module, a visualization module, and 

a forecasting module. PostgreSQL, GeoServer, and Leaflet technologies were used to create the web GIS. Such 
an architecture ensured efficient storage, processing, and display of data on forest fires as shown in Figure 1. 

Architecture of the developed GIS for forest fire monitoring. The system includes the stages of data 

collection from UAVs, data processing, fire detection, analysis of fire characteristics, and forecasting the 

spread of fires. The results are visualized in the GIS as shown in Figure 2. Example of fire detection on an 

aerial photo using a trained DNN [16]–[20]. The network accurately identifies the fire area (highlighted in 

red) and distinguishes it from other objects in the image as shown in Figure 3. Forecast of fire spread based 

on a model that takes into account meteorological data and terrain topography. The forecast shows the 

potential fire spread area (highlighted in red) over time. 
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Figure 1. Architecture of the GIS for forest fire 

monitoring 

Figure 2. Example of fire detection on an aerial photo 

using DNN 

 

 

 
 

Figure 3. Forecast of fire spread considering meteorological data 

 

 

2.2.  Data encryption for low-earth orbit satellites 

The following methods were used to develop a high-speed data encryption algorithm. The selection 
of cryptographic primitives was carried out taking into account the requirements for encryption speed and 

cryptographic strength. A combination of symmetric encryption (AES) and asymmetric encryption based on 

elliptic curve cryptography (ECC) was chosen [21]–[25]. AES provides high encryption speed, while ECC 

provides cryptographic strength with a small key length, which is important for devices with limited 

resources. The algorithm was optimized for low-earth orbit satellites to improve its performance in a 

resource-constrained environment. For this, methods for optimizing operations with elliptic curves and 

hardware accelerators were used. The algorithm was developed in C/C++ using the OpenSSL and 

LibTomCrypt libraries for cryptographic operations. 

The analysis of the algorithm's resistance was carried out to assess its reliability. For this, an 

assessment of the complexity of known attacks on AES and ECC was carried out, as well as an analysis of 

resistance to attacks using quantum computers. This made it possible to verify the high cryptographic 
strength of the proposed algorithm as shown in Figure 4. 

The algorithm includes symmetric encryption of data using AES, key generation using ECC, 

encryption of the AES key using ECC, and transmission of data and the encrypted key as shown in Table 1. 

Comparison of encryption and decryption times for AES, RSA, and the proposed algorithm. It can be seen 

that the proposed algorithm provides higher performance compared to RSA, although it is slightly inferior to 

AES in speedas shown in Figure 5. 
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Figure 4. Scheme of the data encryption algorithm 
 

 

Table 1. Comparison of the performance of the proposed algorithm with AES and RSA 
Algorithm Encryption Time (ms) Decryption Time (ms) 

AES 10 12 

RSA 500 600 

Proposed Algorithm 15 18 

 

 

 
 

Figure 5. Dependence of encryption time on data volume 

 

 

Dependence of data encryption time on data volume for the proposed algorithm. The graph shows 

that the encryption time increases linearly with increasing data volume [26]–[30]. The "Results and 

discussion" section will present data on the accuracy of fire detection and classification, the effectiveness of 

predicting their spread, and the results of the analysis of the resistance and performance of the encryption 
algorithm. 

 

 

3. RESULTS AND DISCUSSION 

3.1.  Forest fire monitoring 

The developed GIS for monitoring forest fires was tested on real data collected by UAVs in various 

regions. The testing results showed high accuracy of fire detection (95%) and efficiency of forecasting their 

spread. The system allows for prompt detection of fires, assessment of their scale, prevention of fire spread 

and timely measures for extinguishing as shown in Figure 6. 
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Figure 6. Interface of the developed GIS displaying fire data 

 

 

Screenshot of the interface of the developed GIS demonstrating the display of fire data obtained 

from UAVs. The screenshot shows a heat map displaying the fire intensity and the predicted area of fire 

spread as shown in Table 2. Comparison of fire detection accuracy using traditional methods and the 

developed GIS [31]–[35]. The proposed system demonstrates significant superiority in fire detection 

accuracy as shown in Figure 7. Dynamics of fire area change predicted by the developed GIS, taking into 

account meteorological data and terrain topography. The graph shows the change in the area of active 

combustion and the predicted fire spread zone. 

 

 
Table 2. Comparison of fire detection accuracy by different methods 

Method Accuracy (%) 

Traditional Method 1 75 

Traditional Method 2 80 

Proposed GIS 95 

 

 

 
 

Figure 7. Dynamics of fire area change predicted by the GIS 

 
 

3.2.  Data encryption for low-orbit vehicles 

The proposed data encryption algorithm for low-orbit vehicles was tested on various types of data 

(text, images, and audio). The test results showed high encryption and decryption speed, as well as low 

energy consumption. This allows using the algorithm on devices with limited resources, such as low-orbit 

satellites [36]–[40]. Analysis of the algorithm's robustness confirmed its reliability and resistance to known 
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attacks, including attacks using quantum computers as shown in Figure 8. Graph of encryption time versus 

data type for the proposed algorithm. The graph shows that the algorithm effectively encrypts various types 

of data, while the encryption time depends slightly on the data type as shown in Table 3. 

 

 

 
 

Figure 8. Dependence of encryption time on data type 

 

 

Table 3. Comparison of energy consumption of different encryption algorithms 
Algorithm Energy Consumption (mW) 

AES 100 

RSA 500 

Proposed Algorithm 80 

 

 

Comparison of energy consumption of different encryption algorithms. The proposed algorithm 

demonstrates the lowest energy consumption, which makes it suitable for use on low-orbit devices as shown 

in Figure 9. Results of the proposed algorithm resistance analysis to various attacks [41]‒[44]. The graph 

shows that the algorithm has high resistance to attacks and provides reliable data protection. The obtained 

results indicate the high efficiency of the developed methods for monitoring forest fires and encrypting data 

from low-orbit devices [45]‒[49]. The proposed solutions can be used in practice to improve the safety and 

efficiency of UAV use. In particular, the developed GIS can be integrated into existing forest fire monitoring 

systems, and the encryption algorithm can be implemented in low-orbit satellite equipment to protect 

transmitted data [50]‒[53]. 
 

 

 
 

Figure 9. Results of the algorithm resistance analysis to attacks 
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4. CONCLUSION 

This article considered two important aspects of UAVs: forest fire monitoring and data security for 

low-orbit vehicles. A GIS was developed to monitor and predict the spread of forest fires using intelligent 

processing of aerospace data obtained from UAVs. An effective algorithm for high-speed data encryption 

was also proposed, ensuring reliable protection of information during transmission from low-orbit vehicles. 

The results of modeling and analysis confirmed the effectiveness of the proposed solutions. The developed 

GIS and encryption algorithm can be used in practice to improve the safety and efficiency of UAVs. In the 
future, it is planned to expand the functionality of the GIS through integration with other monitoring systems 

and develop a mobile application for accessing data in real time. It is also planned to conduct additional 

studies of the encryption algorithm's resistance to new types of attacks. 
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